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It is no longer a question of whether, but how an employer should deal with social media at the

workplace because of the sheer number of people who use it. The use of smartphones has

exploded and virtually every employee has the ability to text and surf the web while at work.

Facebook has hundreds of millions active users, many of whom log on daily. Facebook is not used

by only college students and teenagers – the vast majority of Facebook users are out of college and

include users in their thirties and older. And it is not just Facebook, other social media such as

LinkedIn and Twitter are rapidly increasing in popularity. Employers simply have to accept that

social media will be used in, and will discuss, the workplace.

Because of its employment focus, many employers encourage their employees to use LinkedIn.

But, how should employees use this and other social media to talk about work? Are the rules

different depending on whether the use is at work or at home? What limitations need to be in

place?

The best way to answer these questions is through a well-crafted and fully vetted social media

policy. But employers are not drafting these policies in a vacuum. Social media has not escaped the

attention of several governmental agencies which want to ensure employees and the public are

protected in their use and reliance on social media. Employers need to ensure that what they are

doing is fully compliant with the law, which is why employers need to address social media in the

workplace now.

Employee Rights and Social Media

To gain an understanding of why a social media policy could be unlawful, it is best to start with

the law. Section 7 of the National Labor Relations Act (“NLRA”) protects employees’ rights

relating to: (i) self-organization, (ii) collective bargaining, and (iii) concerted activity for the purpose
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of collective bargaining or other mutual aid or protection. The NLRA applies to all employers and

protects all employees in the workplace – both union and nonunion. The NLRA protects any

communication associated with these activities as long as the communication is not “opprobrious.”

Courts have typically applied the dictionary definition of opprobrious, so they are looking for

language that is outrageously disgraceful or shameful. The National Labor Relations Board

(“NLRB”) – the federal agency that enforces the NLRA – has found that sarcasm and swearing are

acceptable as is the use of “rhetorical hyperbole” to emphasize disapproval of management. For

example, when an employee referred to her supervisor as a “scumbag” on Facebook, this language

was protected.

The Risks Associated with Social Media

Every new medium of communication, while often a change for the better, opens up new avenues

of misuse. One of the major risks associated with cell phone text messaging, instant messenger,

and other web or e-mail mediums of communication is “textual harassment.” Textual harassment

is sending inappropriate messages through cell phone text messaging, instant messenger-style

mediums, or e-mails. Textual harassment bears the same risks as traditional harassment – courts

may hold employers liable for their employees’ harassing behavior.

One difference between textual and traditional harassment that puts employers at a disadvantage,

is that text messaging allow employees to be discreet. There is no concern of a supervisor

overhearing an email or text message. Also, there is a low risk of confrontation after sending the

message which can increase the audacity of the harasser. Further, harassed employees have written

proof of the harassment when filing harassment lawsuits against employers, instead of recounting

verbal incidents. The discreet nature of these communications can create serious enforcement

issues for employers.
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An example of how “textual harassment” can impact an employer can be seen in a 2010 case, in

which an office services associate alleged that his direct supervisor sent him multiple inappropriate

text messages that were sexually explicit. Morrow Botros v. Williams Lea, 09-CV-1762 H (RBB), 2010

LEXIS 54301 (June 1, 2010). The employee complained to a senior HR specialist that his

supervisor was sending him text messages at all hours of the day and night. While the supervisor

was terminated after an investigation, the employee was also terminated for bringing a “conflict”

into the work environment. After the employee sued for discrimination, harassment, and

retaliation, the court refused to dismiss the suit saying the text messages alone were sufficient to let

the employee take his case to the jury. Employers must be increasingly aware of harassment of this

type and combat it by promulgating and enforcing a no-tolerance, anti-harassment policy. When

applying this type of anti-harassment policy to social media, the employer should first consider the

company’s general policies, and then the specific guidance the NLRB has provided thus far.

Crafting Social Media Policies

Social media policies need to address two things: (i) employee at-work access to social networks,

and (ii) employees’ use of social media when they are not at work. A good starting point in crafting

social media policies is to assess the needs, nature, and culture of the particular business. A way to

get an idea of these things is to look at and reference other policies in the work places. Good

policies to start with are: nondiscrimination and harassment policies, electronic communications,

confidentiality, conflicts of interest, data protection, antitrust, intellectual property, and corporate

code of conduct.

Policies should require employees to adhere to the company’s code of conduct and values. For

example, no slurs, demeaning jokes, sexist terms, or offensive photos should be allowed based on

the adherence to these values. Employees should also be reminded of their own personal
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responsibility for whatever they post on the internet. Disclaimers should be included reiterating

that the content of posts are the author’s opinions alone. Further, blogging, tweeting, and

Facebooking during work should be limited to business-related purposes at work.

Off the clock guidelines should not be (and cannot be) as strict. An employer should respect an

employee’s right to express personal opinions when using personal social media web pages. Do not

retaliate or discriminate against employees who use social media for political, organizing, or other

lawful purposes. However, remind employees of your code of conduct and social media policies

before they discuss work-related activities on their personal social media web pages.

The Dos and Don’ts of Social Media Policies

The NLRB’s Acting General Counsel (“AGC”) issued a report on May 30, 2012, which addressed

the social media policies of seven different employers. The AGC found six to be unlawful for a

variety of reasons that employers should note.

A social media policy will be deemed unlawful if it chills the employee’s Section 7 rights under the

NRLA (specifically the right to discuss freely the terms and condition of employment with other

employees and work together to change those policies). There are two avenues for deeming a social

media policy unlawful:

(1) a policy is clearly unlawful if it explicitly restricts Section 7 protected activities, or

(2) a policy is unlawful if:

(a) employees would reasonably construe the language to prohibit Section 7 activity,

(b) the rule was promulgated in response to union activity, or

(c) the rule has been applied to restrict the exercise of Section 7 rights.
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While the AGC’s interpretation of what is a reasonable construction is subject to debate, the

memorandum provides clear guidance on how the NLRB is currently thinking.

The Policies:

 Prohibition on expressing personal opinions to the public regarding workplace and wages.

The AGC found this policy to be clearly unlawful because the NLRB protects communications

relating to the terms and conditions of employment, namely wages. Any such restriction –

whether contained in a social media policy or elsewhere – is likely to be struck down as

unlawful.

 “Don’t release confidential guest, team member or company information . . . .”

 “Don’t share confidential information with co-workers unless they need the information to do

their job . . . or in the break room . . . .”

The AGC found these policies to be overbroad as they could be interpreted as prohibiting

employees from discussing or disclosing information regarding their own conditions of

employment, or the conditions of employment of other employees other than themselves.

Section 7 of the NLRA explicitly protects an employee’s right to discuss the terms of

employment with other employees.

 Posts must be “completely accurate and not misleading” and “not reveal non-public

information on any public site.”
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The AGC found this policy to be overbroad. Non-public information includes another

employee’s performance, compensation, or status in the company. The AGC said the policy

would reasonably be interpreted to apply to discussions about, or criticisms of, the employer’s

labor policies and treatment of employees.

 Prohibition on posting “material non-public information” and “confidential and proprietary

information.

The AGC found this policy to be so vague that it could include discussions of working

conditions. Also, the list of examples in the policy includes company performance, cost

increases, and customer wins or losses which all have potential relevance in collective-

bargaining negotiations regarding wages and other benefits.

 “When in doubt about disclosing confidential information, check with the Company.”

Because of the concerns the AGC has raised over the term “confidential information,” the

AGC found this policy to be unlawful because an employer cannot have a rule requiring

employees to obtain permission from their employer as a precondition to engaging in Section 7

activities. A similar policy where the term “confidential information” is better defined along

the lines of what is set out later in this white paper may be acceptable.

 Prohibition from posting photos and other media, and from using the employer’s logos and

trademarks.

The AGC found this policy to be unlawful because employees would reasonably interpret this

policy to prevent the use of photos and videos of employees engaging in Section 7 activities,
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including photos of picket signs containing the employer’s logo. The NLRB has also found

that the noncommercial use of an employer’s logo does not infringe upon the employer’s

proprietary interest in their logo.

 Prohibition from commenting on company legal matters, including pending litigation or

disputes.

The AGC found this policy to be unlawful because it specifically restricts employees from

discussing the protected subject of potential claims against the employer.

 Warning not to talk about inflammatory topics such as politics or religion.

The AGC found this policy to be unlawful because discussions about working conditions or

unionism have the potential to become just as heated or controversial as discussions about

politics and religion.

 Encourage employees to solve problems internally.

The AGC found this policy to be unlawful because telling employees that they should use

internal resources rather than airing their grievances online would have the effect of

precluding or inhibiting employees from the protected activity of seeking redress through

alternative forums.

 “Avoid harming the image and integrity of the company.”

The AGC found this policy to be unlawful because it could be construed to prohibit protected

criticism of the employer’s labor policies and treatment of employees.
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 A requirement to report unsolicited or inappropriate electronic communications.

The AGC found this policy to be unlawful because it restrains an employee’s Section 7 right to

communicate with co-workers and third parties, such as a union, regarding terms and

conditions of employment. Under the policy, an employee could be required to report any

union solicitation, which is not permissible under the law.

 Prohibition from making “disparaging or defamatory” comments.

The AGC found this policy to be unlawful because it could be interpreted to apply to

protected criticism of the employer’s labor policies or treatment of employees.

 Prohibition from participating in social media activities on company time.

The AGC found this policy to be unlawful because it is overbroad. Employees have the right to

engage in Section 7 activities on the employer’s premises during non-work time and in non-

work areas.

 Prohibition from speaking to the media.

The AGC also found this policy to be unlawful because it overbroad. Employees have the right

to seek help from third parties, including going to the press, blogging, and speaking at union

rallies.

 Prohibition from speaking to government agencies.
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The AGC found this policy to be unlawful because it is overbroad. An employer cannot

restrict employees from their protected right to converse with Board agents or otherwise

concertedly seek the help of government agencies about working conditions.

What should you do?

 Limit ambiguity

A social media policy should provide clear examples of prohibited conduct. For instance, a

policy that prohibits inappropriate postings and then describes the term inappropriate as

including discriminatory remarks, harassment, and threats of violence or similar inappropriate

or unlawful conduct” is sufficiently specific. This policy describes what it means by

inappropriate postings, and it does not impede any employee rights protected by Section 7.

 Require employees to be respectful.

Social media policies can tell employees to avoid posts that could be viewed as malicious,

obscene, threatening or intimidating; or not to post offensive comments that are meant to

intentionally harm someone’s reputation. Social media policies can ban posts that could

contribute to a hostile work environment as well.

 Require confidentiality, but define it.

If employers are specific about what employees must keep confidential, and these specific items

are not protected by Section 7 rights, employers can require confidentiality. For example,
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employees have no protected right to disclose their employer’s trade secrets. A health care

provider can say that disclosing patient information will not be tolerated.

 Full disclosure

The Federal Trade Commission has issued regulations that require individuals to disclose their

employment relationship when endorsing their employer’s products or services. Employees

must be told to identify themselves as employees if they discuss their employer’s products and

services on social media.

Introduction and Enforcement of Social Media Policies

A perfectly crafted social media policy will not do any good unless the employees know about it

and know that it will be enforced. Knowledge and enforcement can prevent issues before they

occur, as well as to give possible victims of harassment the confidence to report harassment.

Knowledge and understanding of the policies is key. An employer should have all new employees

read and acknowledge the social media policy at the outset of their employment. Explain the social

media policy and make it clear that the employer’s communications systems and electronic devices

should be used for business-related purposes only. Employees need to know that they should have

no reasonable expectation of privacy in what they say and do on company equipment.

Next is enforcement. Violations of policies, even small violations, must result in discipline for the

perpetrator. There must be a no-tolerance policy that is consistently and uniformly applied to all

employees. A caveat for employers to keep in mind when enforcing these policies, is that some uses

of social media may be misinterpreted. For example, if an employee reports that another employee
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posted something scathing about a supervisor on Facebook (or other social media), the employer

should be wary of immediately disciplining the alleged perpetrator. The employer should

investigate and not risk making decisions based upon incorrect information or the perceptions of

other employees.

Social Media at Work is Not the Future – it is the Present

Whether employers like it or not, social media is here – and here to stay. The pervasive nature of

social media in most people’s lives cannot help but spill over into the workplace. Prudent

employers can follow these guidelines to start crafting an effective social media policy.


